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static void jk register hooks (apr pool t * p)
{

/% ZPREA(E apache (L AL E 51T, MWL/ EFS, jk HE&, SRR
at, LM BEAN workers. properties. uriworkermap. properties 34, #4H4k %% worker
W e, #3537 worker ZFK 3] worker ZE MRS, uri 3 worker RS/

ap_hook post config(jk post config, NULL, NULL, APR HOOK MIDDLE) ;

/*IZPRHAE apache THERE fork TAF 7 HERE R MRIHIantb TAE, QR 0IIn bt fe
HRHG JPRYErgeRs, SEALE AL/



ap_hook_child init(jk child init, NULL, NULL, APR HOOK MIDDLE) ;

/% ¥ mod jk (I URT FELS2 URT, 4RJ5 URT 3 worker WS B L, J1 LU Fi% URT
AR ) worker name */

ap hook translate name(jk translate, NULL, NULL, APR HOOK MIDDLE) :
#if (MODULE MAGIC NUMBER MAJOR > 20010808)
/% R alias dir [ URT | mod_jk IIACE, JFHEFIAHN worker name */
ap hook map to storage(jk map to storage, NULL, NULL, APR HOOK MIDDLE) ;

/% 3XJEmod_ jk BT EAL PR HL */
ap hook handler (jk handler, NULL, NULL, APR HOOK MIDDLE) ;

fendif
}
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dist/common/jk 1b worker. h
struct lb worker

{

/% Jk AEHGE A worker Z5R k. A LU RIHREL, AR worker AN [F] BRI £ LN
*/

jk worker t worker;

/* Shared memory worker data */

jk shm 1b worker t s*s;

char name[ JK SHM STR SIZ+1];

/* Sequence counter starting at 0 and increasing
* every time we change the config

*/

volatile unsigned int sequence;

jk pool t p;
jk pool atom t buf[TINY POOL SIZE];

JK CRIT SEC cs;

/¥ H A4 ) workers#/

1b sub worker t *1b workers:
unsigned int num of workers;

int sticky session;

int sticky session force;
int recover wait time;
int max reply timeouts;
int retries;

int retry interval;

int 1bmethod;

int 1block;

int maintain time;

unsigned int max packet size;
unsigned int next offset;
/* Session cookie */

char session cookie[JK SHM STR SIZ+1];
/* Session path */
char session path[JK SHM STR SIZ+1];

1b sub worker ;&M 1b worker % Hf) ajp worker. 249K 1b sub worker AN [A]HIZEHY
EAT SRR BAAAETE ajp_worker HH .

dist/common/jk 1b worker. h
struct lb sub worker

{
/* fE ajp_worker [[R]H & B I ajp_worker 25 ¥4/



jk worker t *worker:;
/* Shared memory worker data */
jk shm 1b sub worker t *s;

char name[ JK SHM STR SIZ+1];

/* Sequence counter starting at 0 and increasing
* every time we change the config

*/

volatile unsigned int sequence;

/* route */
char route[JK SHM STR SIZ+1]:
/* worker domain */
char domain[JK SHM STR SIZ+1]:
/* worker redirect route */
char redirect[JK SHM STR SIZ+1];
/* worker distance */
int distance;
/* current activation state (config) of the worker */
int activation;
/% Current 1b factor */
int 1lb factor;
/% Current worker index */
int 1i;
/* Current 1b reciprocal factor */
jk uint64 t 1b mult;
b

typedef struct 1b sub worker 1b sub worker t;

4.2 ajp worker

ajp worker & HAK TAEM) worker, X}V J5u— tomcat M ARSS -
dist/common/jk ajp common. c
struct ajp worker

{
/% BL7 ajp worker [][R]i R £/
jk worker t worker;
/* Shared memory worker data */
jk shm ajp worker t s*s;

char name[ JK SHM STR SIZ+1];

/* Sequence counter starting at 0 and increasing
* every time we change the config

*/

volatile unsigned int sequence:



jk pool t p;
jk pool atom t buf[TINY POOL SIZE];

JK CRIT SEC cs;

struct sockaddr in worker inet addr; /* Contains host and port */
unsigned connect retry attempts;

const char *host;

int port;:

int maintain time;

/%

Open connections cache. ..

1. Critical section object to protect the cache.
2. Cache size.

* X K K X

3. An array of “open” endpoints.
*/

unsigned int ep cache sz:

unsigned int ep mincache sz;
unsigned int ep maxcache sz;

int cache acquire timeout;

ajp _endpoint t s**ep cache;

int proto; /* PROTOCOL USED AJP13/AJP14 %/
jk login service t *login;

/* Weak secret similar with ajpl2, used in ajpl3 */
const char *secret;

/%

* Post physical connect handler.

* AJP14 will set here its login handler

*/

int (klogon) (ajp endpoint t * ae, jk logger t *1);

/%

* Handle Socket Timeouts
*/

int socket timeout;

int socket connect timeout;
int keepalive:

int socket buf’;

/%

* Handle Cache Timeouts

*/



int cache timeout;

/%

* Handle Connection/Reply Timeouts

*/

int connect timeout; /* connect cping/cpong delay in ms (0 means
disabled) */

int reply timeout; /% reply timeout delay in ms (0 means disabled) %/

int prepost timeout; /* before sending a request cping/cpong timeout
delay in ms (0 means disabled) */

int conn ping interval; /* interval for sending keepalive cping packets on

* unused connection */
int ping timeout; /* generic cping/cpong timeout. Used for keepalive

packets or
* as default for boolean valued connect and

prepost timeouts.
*/
unsigned int ping mode; /* Ping mode flags (which types of cpings should
be used) */
/%
* Recovery options
*/

unsigned int recovery opts;

/%
* Public property to enable the number of retry attempts
* on this worker.

*/

int retries;
unsigned int max packet size; /* Maximum AJP Packet size */

int retry interval; /* Number of milliseconds to sleep before
doing a retry */

/%

* HTTP status that will cause failover (0 means disabled)
*/

unsigned int http status fail num;

int http status fail[JK MAX HTTP STATUS FAILS];

¥

4. 3 status worker

status worker FF /74— R RIS THE B
dist/common/ jk statuc. c



struct status worker

{

jk pool t p;

jk pool atom t buf [TINY POOL SIZE];
const char *kname ;

const char *css;

const char *ns;

const char *kxmlns;

const char *doctype:

const char *prefix;

int read only;

char *kkuser names;
unsigned int num of users;

int user case insensitive;
jk uint32 t good mask;

jk uint32 t bad mask;

jk worker t worker ;

jk worker env t  kwe;

4. 4 jk worker fil jk endpoint
jk_worker J& AT worker M 45 MUK, TEAS R SR BUIRE . BRE A

L java NG RMIMED, 20 REE M factory pREUE T INAIEG1IE .

dist/common/jk service.h

struct jk worker

{

/%

* A ’this’ pointer which is used by the subclasses of this class to
* point to data/functions which are specific to a given protocol

* (e.g. ajpl2 or ajpl3 or ajpl4).

*/

void *worker private;/* F5[n ajp worker, 1b worker &5fJfA ... %/

int  type;

/%

* For all of the below (except destroy), the first argument is
* essentially a ’this’ pointer.

*/

*

/% SeF init MEOAM, T &2S worker S5 MR NAE, 1L EEIMI ALY
Given a worker which is in the process of being created, and a list
of configuration options (or ' properties’), check to see if it the
options are. This will always be called before the init() method.

The init/validate distinction is a bit hazy to me.

* % K K



* See jk ajpl3 worker.c/jk ajpl4d worker.c and jk worker.c—
>wc_create worker ()
*/
int (JK METHOD * validate) (jk worker t sw,
jk map t *props,
jk worker env t *we, jk logger t *1);

/%
* Update worker either from jk status or reloading from workers. properties
*/
int (JK METHOD * update) (jk worker t sw,
jk map t *props,
jk worker env t *we, jk logger t *1);

/%
* Do whatever initialization needs to be done to start this worker up.
* Configuration options are passed in via the props parameter.
*/
int (JK METHOD * init) (jk worker t *w,
jk map t *props,
jk worker env t *we, jk logger t *1);

/%
* Obtain an endpoint to service a particular request. A pointer to
* the endpoint is stored in pend.
*/
int (JK METHOD * get endpoint) (jk worker t sw,
jk endpoint t **pend, jk logger t *I1);

/%

* Shutdown this worker. The first argument is not a ’this’ pointer,
* but rather a pointer to ’this’, so that the object can be free’d (I
* think — though that doesn’t seem to be happening. Hmmm).

*/

int (JK METHOD * destroy) (jk worker t #*w, jk logger t *I);

/%

* Maintain this worker.

*/

int (JK METHOD * maintain) (jk worker t *w, time t now, jk logger t *1):

/* jk_endpoint W] PAFRZ kil FH £ IR 45 G5 Rk, 4428 worker R EH H C. Y endpoint 4544
. ol ajp worker, i%Zeui e FRMCEAR TAER, bk gk, U AJP SR, i



HoE 1b_worker, ZZun e M/EH K GIE ajp_worker, #UEFZHE. * /
struct jk endpoint

{
jk uint64 t rd;
jk uint64 t wr;

/%

*

Flag to pass back recoverability status from

*

a load balancer member to the load balancer itself.

*

Depending on the configuration and request status
* recovery is not allowed.
*/

int recoverable;

/%

* A ’this’ pointer which is used by the subclasses of this class to
* point to data/functions which are specific to a given protocol

* (e.g. ajpl2 or ajpl3 or ajpl4d).

*/

void *endpoint private;

*

/% %R R FAR I R 55 R AL

Forward a request to the servlet engine. The request is described

* %

by the jk ws service t object.

*

is error is either 0 meaning recoverable or set to
the HTTP error code.

*

*/
int (JK METHOD * service) (jk endpoint t *e,
jk ws service t s,
jk logger t *1, int *is error);

NS
*

Called when this particular endpoint has finished processing a
request. For some protocols (e.g. ajpl2), this frees the memory
associated with the endpoint. For others (e.g. ajpl3/ajpl4), this can
return the endpoint to a cache of already opened endpoints.

Note that the first argument is *not* a ’this’ pointer, but is
rather a pointer to a ’this’ pointer. This is necessary, because

X K X K X K X

we may need to free this object.

*/

int (JK METHOD * done) (jk endpoint t **p, jk logger t *1):
b



4.5 jk ws _service
HEE MR IE S apache FHOCH—28 80K 2, 117 HTTP ¥, 5 ATP PhllA KA.

dist/common/jk service.h
struct jk ws service

{

/%

* A ’this’ pointer which is used by the subclasses of this class to
* point to data which is specific to a given web server platform

* (e.g. Apache or IIS).

*/

void *ws private;

/%

Provides memory management. All data specific to this request is
allocated within this pool, which can then be reclaimed at the end
of the request handling cycle.

¥ Kk K X *

Alive as long as the request is alive.
*/
jk pool t *pool;

/%

* CGI Environment needed by servlets
*/

const char *method;

const char *protocol;

char *req uri;

const char *remote addr;

const char *remote host;

const char *remote user;

const char *auth type;

const char *query string;

const char *server name;

unsigned server port;

char *server software;

jk uint64 t content length; /* 64 bit integer that represents the content */

/* length should be 0 if unknown. */
unsigned is chunked; /% 1 if content length is unknown (chunked rq) */
unsigned no more chunks; /% 1 if last chunk has been read */

jk uint64 t content read; /#* number of bytes read */

/%
* SSL information
*



* is ssl — True if request is in ssl connection

* ssl cert - If available, base64 ASN.1 encoded client certificates.

*% ssl cert len — Length of ssl cert, 0 if certificates are not available.

* ssl cipher — The ssl cipher suite in use.

* ssl session - The ssl session string

*k

* In some servers it is impossible to extract all this information, in this
* case, we are passing NULL.

*/

int is ssl;

char *ssl cert;
unsigned ssl cert len;
char *ssl cipher;

char *ssl session;

/%
* SSL extra information for Servlet 2.3 API
%k

* ssl key size — ssl key size in use
*/

int ssl key size;

/%

* Headers, names and values.

*/

char **headers names; /% Names of the request headers */

char *+*headers values; /* Values of the request headers */
unsigned num headers; /% Number of request headers */

/%

* Request attributes.

%k

* These attributes that were extracted from the web server and are

* sent to Tomcat.

%k

* The developer should be able to read them from the ServletRequest

* attributes. Tomcat is required to append org. apache. tomcat. to

* these attribute names.

*/

char **attributes names: /% Names of the request attributes */
char **attributes values; /* Values of the request attributes */
unsigned num attributes; /* Number of request attributes */
/%

* The route is in use when the adapter load balance among



* several workers. It is the ID of a specific target in the load balance
*% group. We are using this variable to implement target session

* affinity

*/

const char *route;

/% Temp solution for auth. For nativel it’ 11 be sent on each request,
if an option is present. For native2 it’ 11 be sent with the first
request. On java side, both cases will work. For tomcat3.?2 or
a version that doesn’ t support secret — don’ t set the secret,
and it’ 11 work.

*/

const char *secret;

/%

* Area to get POST data for fail-over recovery in POST
*/

jk msg buf t *reco buf;

int reco status;

/%

* [f set call flush after each write

*/

int flush packets;

/%

% If set call flush after AJP13 SEND HEADERS.

*/

int flush header;

/%

* service extensions

*/

svc_extension t extension;

/%

* JK TRUE if response headers have been sent back
*/

int response started;
/%

* JK TRUE if response should not be send to the client
*/

int response blocked;

/%



* HTTP status sent from container.
*/

int http response status;

/% Uri worker map. Added for virtual host support
*/

jk uri worker map t *uw map;

/% T X L8 [A] 9 bR ER ST LA AT LAAE mod k. ¢ $R ]
*% Callbacks into the web server. For each, the first argument is
* essentially a ’this’ pointer. All return JK TRUE on success
* and JK FALSE on failure.
*/
/%
* Send the response headers to the browser.
*/
int (JK METHOD * start response) (jk ws service t *s,
int status,
const char *reason,
const char *const *header names,
const char *const *header values,
unsigned num of headers);

/%
* Read a chunk of the request body into a buffer. Attempt to read len
* bytes into the buffer. Write the number of bytes actually read into
* actually read.
*/
int (JK METHOD * read) (jk ws service t s,

void *buffer,

unsigned len, unsigned *actually read):

/%
* Write a chunk of response data back to the browser.
*/
int (JK METHOD * write) (jk ws service t *s,
const void *buffer, unsigned len):

/%

* Flush a chunk of response data back to the browser.
*/

void (JK METHOD * flush) (jk ws service t *s):

/%
* Done with sending response back to the browser.

*/



¥

void (JK METHOD * done) (jk ws service t *s);

/%
* [f set do not reuse socket after each full response
*/

int disable reuse;

/%

* Add more data to log facilities.

*/

void (JK METHOD * add log items) (jk ws service t *s,
const char *const *log names,
const char *const *log values,
unsigned num of items);

/%

* Iterate through all vhosts

*/
void *(JK METHOD * next vhost) (void *d);
/%

* String representation of a vhost

*/

void (JK METHOD * vhost to text) (void *d, char *buf, size t len):
/%

* Get uw map associated with a vhost

*/

jk uri worker map t *(JK METHOD * vhost to uw map) (void *d);

4. 6 FLE Py frh— L L

AL IR S REA EAGRIL SR Z . TS A T h S A2 e

dist/common/jk shm. h
/%% jk shm generic worker record structure */
struct jk shm worker header

{

int id;

int type:

/* worker name */

char name[ JK SHM STR SIZ+1];

/* Sequence counter starting at 0 and increasing
* every time we change the config

*/

volatile unsigned int sequence:



typedef struct jk shm worker header jk shm worker header t;

/%% jk shm ajpl3/ajpl4d worker record structure */
struct jk shm ajp worker

{

jk shm worker header t h;

/* Configuration data mirrored from ajp worker */
int cache timeout;
int connect timeout;
int reply timeout;
int prepost timeout;
unsigned int recovery opts;
int retries;
int retry interval;
unsigned int max packet size;
/* current error state (runtime) of the worker */
volatile int state;
/* Statistical data */
/* Number of currently busy channels */
volatile int busy:
/* Maximum number of busy channels
S HGEAERATH) maxbusy, ‘E & 1% worker HFEFIE1T LK busy W& KAH */
volatile int max busy;
volatile time t error time;
/* Number of bytes read from remote */
volatile jk uint64 t readed;
/* Number of bytes transferred to remote */
volatile jk uint64 t transferred;
/% Number of times the worker was used */
volatile jk uint64 t wused;
/% Number of times the worker was used — snapshot during maintenance */
volatile jk uint64 t used snapshot;
/* Number of non 200 responses */
volatile jk uint32 t errors;
/* Decayed number of reply timeout errors */
volatile jk uint32 t reply timeouts;
/% Number of client errors */
volatile jk uint32 t client errors;
/* Last reset time */
volatile time t last reset;
volatile time t last maintain time;
b

typedef struct jk shm ajp worker jk shm ajp worker t;

/%% jk shm 1b sub worker record structure */



struct jk shm 1b sub worker

{

¥

jk shm worker header t h;

/* route */

char route[JK SHM STR SIZ+1]:

/* worker domain */

char domain[JK SHM STR SIZ+1]:

/* worker redirect route */

char redirect[JK SHM STR SIZ+1];

/* Number of currently busy channels */

volatile int busy:

/* worker distance */

volatile int distance;

/* current activation state (config) of the worker */
volatile int activation;

/* current error state (runtime) of the worker */
volatile int state;

/% Current 1b factor */

volatile int 1b factor;

/% BATHRI S EOINAE X B/

volatile int maxbusy;

/* Current 1b reciprocal factor */

volatile jk uint64 t lb mult;

/% Current 1b value */

volatile jk uint64 t 1lb value;

/* Statistical data */

volatile time t error time;

/% Number of times the worker was elected — snapshot during maintenance */
volatile jk uint64 t elected snapshot;

/* Number of non 200 responses */

volatile jk uint32 t errors;

typedef struct jk shm 1b sub worker jk shm 1b sub worker t;

/%% jk shm 1b worker record structure */
struct jk shm 1b worker

{

i/

jk shm worker header t h;

/* Number of currently busy channels, iZ{H&H 4% F ajp worker ] busy {H .2 Fll*/
volatile int busy:
/* Maximum number of busy channels, Z{HZ I 4 T~ ajp worker K max busy {H.Z Fl

volatile int max busy;
int sticky session;



int sticky session force;

int recover wait time;
int max reply timeouts;
int retries;

int retry interval;

int 1bmethod;

int 1block;

unsigned int max packet size;

/* Last reset time */

volatile time t last reset;

volatile time t last maintain time;

/* Session cookie */

char session cookie[JK SHM STR SIZ+1];
/* Session path */

char session path[JK SHM STR SIZ+1];

b
typedef struct jk shm 1b worker jk shm 1b worker t;

S

1. http://tomcat. apache. org/tomcat—5. 5-doc/apr. html

Tomcat f) native FEH CHEFIF K, G T APR FEM openssl [, PLzhaSHER PR R B i
java i .

2. http://tomcat. apache. org/connectors—doc/ajp/ajpvli3da. html

3. http://tomcat. apache. org/connectors—doc/reference/workers. html
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